Laboratorul 13

Tehnologii Web




Obiectivele laboratorului

Session Cookies JWT APl Key OAuth




client Web (browser) server Web (daemon)

1 cerere HTTP _T

date preluate din formular
name=Tuxy

S ess I o n raspuns HTTP stabilind un cookie

| Set-Cookie: sid=7343

Cookies

cerere HTTP + cookie-ul sesiunii

GET /profile HTTP/2.0
Cookie: sid=7343

>

raspuns HTTP (pagina de profil) A
HTTP/2.0 200 OK

<p>Hi, Tuxy! Welcome back!</p>



1. POST /login with username and password
e

3. Sends the JWT to the browser
-

4. Sends the JWT (eqg. on the Authorization header)

6. Sends response fo the client
-

2. Creates a JWT
with a secret

5. Checks the JWT signature.
Gets user information
from the JWT

A4



oo ~NownmpbsWwWwNRE

private function createJWT() {

$secret_Key = $this -> secret_Key;

$date = new DateTimeImmutable();
$expire_at = $date->modify('+6 minutes')->getTimestamp();
$domainName = $this -> domainName;

$username "username";
$request_data = [
'"1at' => $date-}getTime5tamp():
‘iss' => $domainName,
'‘nbf' => $date->getTimestamp(),
‘exp' => $expire_at,
‘userName' => $username,
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//

//
//

//
//

I Issued at: time when the token was generated
I Issuer

! Not before

! Expire

User name

$response[ 'status_code_header'] = 'HTTP/1.1 200 OK';
$response[ 'content_type_header'] = 'Content-Type: application/json';

$response[ 'body'] = JIWT::encode(
$request_data,

$secret_Key,
*HS512"

he

return $response



1 public function validateIWT( $jwt ) {

2 $secret_Key = $this -> secret_Key;

3

4 try {

5 $token = IWT::decode($jwt, new Key($secret_Key, 'HS512'));
6 } catch (Exception $e) {

7 header( 'HTTP/1.1 401 Unauthorized');
8 exit;

9 +

10 $now = new DateTimeImmutable();

11 $¢domainName = $this -> domainName;

12

13 if ($token->iss !== $domainName ||

14 $token->nbf > $now->getTimestamp() ||
15 $token->exp < $now->getTimestamp())
16 {

17 header( 'HTTP/1.1 401 Unauthorized');
18 exit;

19 }
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APl Key

Request Header

T k-, ™ 1".r - B i o -\.__.. e - - = P T
{ “api-key”: "9038-20380-9340-958"]

RESTAPI | .

Application



OAuth 2.0 authorization code flow

Client

Go to authorization server

Yelp.com (front channel)

: L~ Redirect URI: yelp.com/callback
¥ |
Log in with Google Response type: code

Scope: profile contacts

Resource owner
contacts.google.com

Talk to resource server
with access token

(back channel) krf‘

yelp.com/callback
Back to redirect URI

Loading

Ay with authorization code
- (front channel)

Authorization Server

accounts.google.com

Email

Password

-

Redirect consent
from resource owner

Y

accounts.google.com

Allow yelp to access your public
profile and contacts?
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Web
Browser

<1, HTTP GET

<« . Response

MyMashup
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5. XML Response

Amazon

3. SOAP Response

> Yahoo
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“ANYONE WHO HAS NEVER
MADE A MISTAKE HAS NEVER
TRIED ANYTHING NEW.

)

— Albert Einstein



